TERRORISM IN
PUBLIC SPACES

Stephen Cooper reveals how technology is being adopted
to close a critical capabﬂigv gap in keeping the pubﬁc s:ﬁ

¢ live in an age of surging terror
Wri.'-lu.. with UK terror investigations
hitting a record high in October
last vear. And tragically all too olien
terrorist plans aren’t foiled; in 2017 alone,
a huge 22487 attacks took place, resulting
in 18,475 civilian Matalities.

Adding to the challenges faced by alecady
stretched authorities is a change in tervorist tactics.
In recent years we've seen criminals exploit
vulnerabilitics in |:u|1|iq: phc:.'.t, such as music or
sports venues, places of worship and the land side
arcas of airports with h‘nrl-hn:iking results, The
Manchester Arena 'hnmhi.ng and Bataclan attacks, for
example, highlighted how vulnerable public spaces
can be and the devastating impact such attacks can
have, With terrorists actively encouraging attacks
omn crowds cutside of secure areas and increasingly
opting for soft targets that are easy to access and
dilficult to protect, securing [mhlic spaces presents
a critical and urgent challenge.

Alongside the need for additional security to
protect the lives of citizens, terrorist attacks also

AVOIDING DISRUPTION
REMOVES A MAJOR
HURDLE TO THE ADOPTION
OF SCANNING SOLUTIONS

have severe economic ramifications, providing
further impetus for governments and venue owners
to enhance security measures. According to new
data, the UK recorded the biggm.l coonomic loss
from terrorism out of all the nations in the EL
between 2004 and 2016, with attacks costing the
country an estimated £38_3 billion in GDP growtih.
And it is not alone: after a number of attacks,
Turkey experienced a vourism crisis, 5ul't'|.'n'ng a
loss of travel service revenue of around £6.2 billion
last year, according to central bank data. The 28
EU member states as a whole, meanwhile, lost
approximately L160 billion in GDP terms due 1o
terrorist attacks,

Yet dt::pit:: the severe and tragic ramifications
ol terroriem, once headlines subside !'l..-.]hm-lng an
attack, security fades from puh!ir CONSCIOUsness,
and can become deprioritised, In parallel, the
public is keen to maintain a feeling of normality,
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and ipvasive security measures are likely vo prove
unpopular. As Colin Clarke, political scientist and
counter-tertor expert at the Rand Corporation
notes: in transit systems daily commuters are
unlikely to acoept intensive airport-style screening
procedures, despite the aacks on public rransport,

People wamt the reassuring presence of
proportionae security, but alse want o go about
their daily lives unimpeded, Authorities and venue
owners are therclore not only tasked with finding
ways of securing hard-to-protect areas, but also of
implementing security measures that accommadate
lifestyle and normality.

REASONS TO BE CHEERFUL

However, against this bleak backdrop, and despite

the clear challenges, there is optimism., Among

the dbln‘::-‘&ing STOries making headlines, and those

highlighting failures in the security infrastructure

currently in place — such as when a Delta passenger

carried a fircarm onto a US-bound flight in January
significant headway is being made. In particular,

technological advancements are honing in on eritical

capability gaps in the current screening process,

enabling a disruption-free extra laver of defence

to b addeed to public safety areas,

Recognising the challenge Facing authorities
when |1’|-u|‘.ihg L) SECLE |_'||||:|i|.' S[RaCis, ﬁrg.l.nin'llnnﬁ
such as NATO and the US Department of Defence
ﬁuughl L insligate t'hmgl.-.ﬂ'n-:r therefore created
working groups, rescarch projects and provided
funding to identily promising technologics and
approaches, which can be applied to the problem in
particular to address the threat of a suicide bombers
in crowded places.

One of the recipients of NATO's I'unding
recognised for its ability to protect vulnerable
crowded places from the risk of rerrorist atack
without causing delay to intensive people Nlow — is
called Human Security Radar (HSR), HSR is the
result af many vears of work by specialists in the
fields of radio physics, electronics and software
engincering, and the consultation of leading security
and counter-terrorism practiticners.

Unlike traditional security lanes outside venues
and in airports, HSR is i.1p:|.]:rlc af screCning up to
10,000 people per hour per unit, Highly efficient
and undisruptive, the fully automatic walk-through
SYSTEN BCTEENS for threats in real time, while
illllrming the free Mow of pﬁﬂplr. HSR can detect
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LT L fsed ¢ \.I||1n|-.-- devices and lrcarms, pert A
bttt CX[HY sse] ax mass casualty threats, concealisd
under clothes and in body-worn backpacks, without

I palbdi the need 10 remove them. It also leverapes centimetry
wave techn l::l-;:‘.l 4'II.|iI-I|‘.-:: it to diwriminate l'\.ll‘:..'!'l.q &

from non-threaten ny materials

MINIMISING DISRUPTION

Ihrough supporting the (ree (low of B |-|\||_ H5R

both mindmises diss uption for the p islic andd helps

T reducing |||'.-.|E.; aBRANIY

to improve safety the

(or poration analvsis of Los Angeles Intern: nal

A Irpart Foawsrnd thiat il Feasig the wait time at |

i E 1
||I'\.'| L\. in Irom 15 mimote % 1 one minute ool

reduce the number of deaths in 2 bomb attack 'r-:. VT
hall, With operators arpuing that mass screenings
wortld lead to unacc i'l1.||||._' delavs in transit i:|||'-|1
for example, providing a disruption-lree experience
removes a major barricr 1o the wids ~|1|'.-.|:| adoption of
scanming solutions

Successful refiats o H5R have taken rlage i seve ral

alrporis |.!|rll'.:|::i|-- it the world, a globally renoswned

||:-:II:'.|”-\._||,|I-_-:||'|-. of the world's busiest entertainment
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vieRes, s ppng contres, a pebrog hemmical facility
and places ol wor .-'?‘|5|'l. Most rec r'-".|'.,| it was

mounced that one of Turkey's I-“'t‘_‘- st anrparts,

Eseml wra Internatic mal in Ankara, would b “.:|||n.i||-_5
i

ISR in the land side of |I-.|-|}v-|h Scanning s

R [Msscngers passing t gh the airpart ¢ ki
day, the -:|-.'|:||-~:'|'|u1l of H3R will greatly improve

security for nearly 15 million travellers cach vear
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in alrports Following the devastating attacks in

Anaturk Alrport in Istanbul and Brussels Ajr prort, the

vulnerability of lane side arcas was clearly exposed,
which has powered global interest in bolstering

1':'.|.'='-.'I! security. Th ']"']':""” enl of H5R b

Esenboga International his s how technologics
can be harnessed to tackle this challenge without
negatively impacting the RAssCnPCT exXperienoe,

Orver the next few vears the Coull Region will

be hosting many m

M2 2 World Cup and

or events including the FIFA

he Wiorld Expeo 2020, two
of the world's largest, With the \|H'||I-,'_ill' firmly on

the Middle East, host countries will be :-mLin:‘ i
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greater assurance around public safety and extra

layers of security in public arcas. In line with this, a
major international airport in the Gull Region has
just completed a 10-month lomg
of H5R technol !
posative e aults, 'L-l'l!1llll-l'-':1ll1:-_: o the 1I|.'|'|:- ment,

the Assistant YP Security said: "HSR has been

|!i|ul inslallation

o TEPOrTing ex |']|‘.||~1'|,||1:..

extensively tested inani ipcratic wial environment amnd
Fomamal 1o b ||||i-||:,||_'§1. well suited to the protection
of the land side of .3.i."|‘.-|'-l'1 terminals from terrorist

attack, We believe this type ol techn

Y 4I'|1='E_'I'.|Ir1t
into the terminal infrastructure with a redesignied
land side u'l:'urlt:l -:H]R'I'J.hull FR T \.']Il illers an
elfective and lexible solution that can b ¢ VS o

as the future of E‘l','!_]'I lh.‘u..gl:rul SCTCCTIN, r

OTHER USES FOR SCANNING

While: scanning technologies have vo dare locused on
terrorist threats, there s - ape [or the tec hnnlu_;_'_1. o
s .1J'r|1|11'!i 1o tackle other arcas of social 1|i\ru[\:|m|.
such as narcaotics. Similar to terror attacks, headlines

i and all

of deaths caused by dirug misuse are a1
o0 real oocurrence. The wse of dass A rjrug\_; has

a huge sovial and economic impact on the well

b g ol a country, not nﬂlll. T JEs |I::h..1|11:.||'|h bt

alwis s re E"l.'lt-.ﬂiun overseas, [t's estimated thae de L
traflicking costs the UK alone an estimated £10.7

Ll liisia peT vear, with almost 213 tonnes aof ille ir._'ﬁl
drugs setred annually. In the face of these statistics,
it's clear that additional approaches should be taken
to mitigate the impact of drug orim.

Ihere is real interest in EI"I.'h-I!i"'IiP;IIE‘I. al solutions
that are |.I-":,_11'|"p standd alone and which cormplement
existing operations without placing further additional
pressure on limited human resources, Specifically,
there is considerable hopse that scanning technol ey

such as HSR can play a role in detecting amd

[‘r'."‘-i'l“ll'l;: rIJT-liﬂ_i\"- Elll' |[I_\ h:ll |:\_I“ Mo Countmnes il'l
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the first |1]<'.LL' g that i= r\t_'\-h atially a massive
step forwards in the light against druoss

In developing a truly layered approach to security,

thiere: is alsa the apportunity for physical security

rated with tra I.ir-,-_; saftware and [acial

¢ the operational reduinement ¢ 3
the benefit of ssch int gration, Whether facial
recognition teg .Lr||1:-|w_‘::|. i teencd b Facalitate acoess
control or o identify pe ople of interest, it makes a
VETY oAy rful « -1]1.'1|"i||1:\ when combined with high

'.hr: |l.;--:1_|1[rl_l. R Lll'll:| LT 8 11.'-.':||:|r:|i_'h [ L 'i|11 il'l_};\.

Sadly, we're unable to envisage a significant chang

THE UK RECORDED THE

BIGGEST ECONOMIC LOSS
FROM TERRORISM IN THE
EU BETWEEN 2004 & 2016

in the impact of terrorism in the future. The gencrally

JTY F.‘h'1| view i that rerrorism is here to stay and that

sormne: of the miost devastating attacks experienced to

ikate will be a feature of the terrorist threat for the

loresceable future, B, the adl aprtion of e bl i al
acheancements is -.1|.1|...|||-_: i wxible to protect cronveled
['lr-'lnl 4 [rom mass casualty threats ina Iu',||;1i|'.;: way tha

has never been available belore, At long last there is an

Ceeering H- to find solutions '.lr!'ll'-;:l'l foorfall security

ST g CTRAN B withowt ok 'lr1,1i'11|ran amel whilk
T \|1~'~ tim thi I'Iu!lll.ll "s wish lor normality,

In the UK’ 2018 Autumn Budget an additional
£ 160m was allocaved to counter-terrorism police

FeCOEnisin

1 the severity of the seourity |.11'||,‘,\.\'.]P{-_ With

solutions already proven through deployment, this is

the |\:-|'r-.1‘ time lor authorities to st ";..'”"' LR [T

defences, and diose a critical security gap ®

Stephen Cooper

T

Anti riot police block
the main entrance

of Atatirk airport

in Istanbul after a
terrovist attack in 2016
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